am
home state health

11720 Borman Drive
St. Louis, MO 63146

July 7, 2020

For Public Notification:

Home State Health was recently notified that our vendor, Magellan, was the victim of a criminal
ransomware attack. We are writing to let you know how this incident may have affected your personal
information and, as a precaution, to provide steps you can take to help protect your information. We take
the privacy and security of your personal information very seriously and we sincerely regret any concern
this incident may cause you.

Why Does Magellan Have My Personal Information

Home State Health uses Magellan to provide consultation services to your health care provider about
benefits, such as radiology services, like CT and MRI scans, physical therapy and occupational therapy.

What Happened

On April 11, 2020, Magellan discovered it was targeted by a ransomware attack. The unauthorized actor
gained access to Magellan’s systems after sending a phishing email on April 6, 2020, that impersonated a
Magellan client. Once the incident was discovered, Magellan immediately retained a leading cybersecurity
forensics firm, Mandiant, to help conduct a thorough investigation of the incident. The investigation
revealed that this incident may have affected your personal information. At this point, we are not aware of
any fraud or misuse of any of your personal information due to this incident, but we are notifying you out
of an abundance of caution.

What Information Was Involved

The personal information accessed by the unauthorized actor may have your name and one or more of the
following: treatment information, health insurance account information, member 1D, other health-related
information, email addresses, phone numbers, and physical addresses. The information involved in this
incident did not included your Social Security number or other financial information.

What We Are Doing

Home State Health has worked closely with Magellan since this incident occurred. Magellan immediately
reported the incident to, and is working closely with, the appropriate law enforcement authorities,
including the FBI. In addition, to help prevent a similar type of incident from occurring in the future,
Magellan has implemented additional security protocols designed to protect our network, email
environment, systems, and personal information. Home State Health will continue to work with Magellan
to monitor the implementation and effectiveness of these new controls.
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What You Can Do

Please review the “Information About Identity Theft Protection” reference guide, enclosed here, which
describes additional steps you may take to help protect yourself, including recommendations from the
Federal Trade Commission regarding identity theft protection and details regarding placing a fraud alert or
a security freeze on your credit file. Keep a copy of this letter for your records in case of any potential
future problems with your health plan benefit or other records. Review any statements you receive
pertaining to your health plan benefits regularly and carefully; if you see indications of any treatment or
services that you believe you did not seek or receive, call the customer service number listed below.

For More Information

The security of your personal information is important to us and we sincerely regret that this incident
occurred. For more information, or if you have any questions or need additional information, please
contact our call center at 1-855-694-4663.

Sincerely,
Compliance Department

Home State Health
HSHPCompliance@homestatehealth.com

Information About Identity Theft Protection Guide

Contact information for the three nationwide credit reporting companies is as follows:

Equifax | Experian | TransUnion

1-855-694-HOME (4663)

TDD/TTY Relay: 711
elay HomeStateHealth.com
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Phone: 1-800-685-1111
P.O. Box 740256
Atlanta, Georgia 30348
www.equifax.com

Phone: 1-888-397-3742
P.O. Box 9554

Allen, Texas 75013
WWW.experian.com

Phone: 1-888-909-8872
P.O. Box 105281
Atlanta, GA 30348-5281
WWW.transunion.com

Free Credit Report. We remind you to be vigilant for incidents of fraud or identity theft by reviewing
your account statements and free credit reports for any unauthorized activity. You may obtain a copy of
your credit report, free of charge, once every 12 months from each of the three nationwide credit reporting
companies. To order your annual free credit report, please visit www.annualcreditreport.com or call toll
free at 1-877-322-8228. You can also order your annual free credit report by mailing a completed Annual
Credit Report Request Form (available from the U.S. Federal Trade Commission’s (“FTC”) website at
www.consumer.ftc.gov) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-
5281.

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and
Vermont residents: You may obtain one or more (depending on the state) additional copies of your
credit report, free of charge. You must contact each of the credit reporting agencies directly to obtain
such additional report(s).

Security Freeze. Security freezes, also known as credit freezes, restrict access to your credit file, making
it harder for identity thieves to open new accounts in your name. You can freeze and unfreeze your credit
file for free. You also can get a free freeze for your children who are under 16. And if you are someone’s
guardian, conservator or have a valid power of attorney, you can get a free freeze for that person, too.

How will these freezes work? Contact all three of the nationwide credit reporting agencies — Equifax,
Experian, and TransUnion. If you request a freeze online or by phone, the agency must place the freeze
within one business day. If you request a lift of the freeze, the agency must lift it within one hour. If you
make your request by mail, the agency must place or lift the freeze within three business days after it gets
your request. You also can lift the freeze temporarily without a fee.

Don’t confuse freezes with locks. They work in a similar way, but locks may have monthly fees. If you
want a free freeze guaranteed by federal law, then opt for a freeze, not a lock.

The following information must be included when requesting a security freeze (note that if you are
requesting a credit report for your spouse, this information must be provided for him/her as well): (1) full
name, with middle initial and any suffixes; (2) Social Security number; (3) date of birth; (4) current
address and any previous addresses for the past five years; and (5) any applicable incident report or
complaint with a law enforcement agency or the Registry of Motor Vehicles. The request must also
include a copy of a government-issued identification card and a copy of a recent utility bill or bank or
insurance statement. It is essential that each copy be legible, display your name and current mailing
address, and the date of issue.

For New Mexico residents: You may obtain a security freeze on your credit report to protect your
privacy and ensure that credit is not granted in your name without your knowledge. You may submit
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a declaration of removal to remove information placed in your credit report as a result of being a
victim of identity theft. You have a right to place a security freeze on your credit report or submit a
declaration of removal pursuant to the Fair Credit Reporting and Identity Security Act.

For Colorado and Illinois residents: You may obtain information from the credit reporting agencies
and the FTC about security freezes.

Fraud Alerts. A fraud alert tells businesses that check your credit that they should check with you before
opening a new account. As of September 18, 2018, when you place a fraud alert, it will last one year,
instead of 90 days. Fraud alerts will still be free and identity theft victims can still get an extended fraud
alert for seven years.

For Colorado and Illinois residents: You may obtain additional information from the credit
reporting agencies and the FTC about fraud alerts.

Federal Trade Commission and State Attorneys General Offices. If you believe you are the victim of
identity theft or have reason to believe your personal information has been misused, you should
immediately contact the Federal Trade Commission and/or the Attorney General’s office in your home
state. You may also contact these agencies for information on how to prevent or avoid identity theft. You
may contact the Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW,
Washington, DC 20580, www.ftc.gov/bcp/edu/microsites/idtheft/, 1-877-IDTHEFT (438-4338).

For Maryland Residents: You may contact the Maryland Office of the Attorney General, Consumer
Protection Division, 200 St. Paul Place, Baltimore, MD 21202, www.0ag.state.md.us, 1-888-743-
0023.

For North Carolina residents: You may contact the North Carolina Office of the Attorney General,
Consumer Protection Division, 9001 Mail Service Center, Raleigh, NC 27699-9001, www.ncdoj.gov,
1-877-566-7226.

For Rhode Island Residents: You may contact the Rhode Island Office of the Attorney General, 150
South Main Street, Providence, R1 02903, http://www.riag.ri.gov, 401-274-4400

Reporting of identity theft and obtaining a police report. You have the right to obtain any police report
filed in the United States in regard to this incident. If you are the victim of fraud or identity theft, you also
have the right to file a police report.

For lowa residents: You are advised to report any suspected identity theft to law enforcement or to
the lowa Attorney General.

For Massachusetts residents: You have the right to obtain a police report if you are a victim of
identity theft. You also have a right to file a police report and obtain a copy of it.
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For Oregon residents: You are advised to report any suspected identity theft to law enforcement, the
Federal Trade Commission, and the Oregon Attorney General.

For Rhode Island residents: You have the right to file or obtain a police report regarding this
incident.

English:
If you, or someone you’re helping, has questions about Home State
Health, you have the right to get help and information in your

1-855-694-HOME (4663)

TDD/TTY Relay: 711
elay HomeStateHealth.com
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language at no cost. American Sign Language interpreter services are
available as well. To talk to an interpreter, call 1-855-694-4663
(TTY/TDD 711).

Espanol (Spanish):

Si usted, o alguien a quien esta ayudando, tiene preguntas sobre Home
State Health, usted tiene derecho a obtener ayuda e informacion en su
idioma sin costo. También se encuentran disponibles servicios de
intérprete de lenguaje americano de sefas. Para hablar con un
intérprete, llame al 1-855-694-4663 (TTY/TDD 711).

13X (Chinese):
NEE E&%&IEET%%HJJE‘J%T% F B Home State Health/5 &
MR  GEEIGRELEIEESINENGFER. FiRHEER

FEEOZER yu%%:h%ﬂﬂ%ﬁaﬁaﬁ , SE#EEEE 1-855-694-
4663 (TTY/TDD 711).

Tiéng Vigt (Vietnamese):

Néu quy Vi, hay nguoi ma quy vi dang gitp d&, c6 cau hoi vé Home
State Health, quy vi s€ co quyén dugc gilp va cd thém thong tin bang
ngdn ngir cia minh mién phi. Ciing c6 dich vu théng dich bang Ngén
Ngit Ra Dau Hoa Ky. Bé noi chuyén véi mét thong dich vién, xin goi
1-855-694-4663 (TTY/TDD 711).

Cpncku (Serbo-Croatian):
Ako Vi, ili neko kome pomaZete, imate pitanja u vezi Home State
Health, imate pravo na besplatnu pomoc¢ 1 informaciju na sopstvenom

1-855-694-HOME (4663)

TDD/TTY Relay: 711
elay HomeStateHealth.com
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jeziku. Usluge prevodioca za americki znakovni jezik takode su

dostupne. Ukoliko Zelite da pricate sa prevodiocem, pozovite broj 1-
855-694-4663 (TTY/TDD 711).

Deutsch (German):

Falls Sie oder jemand, dem Sie helfen, Fragen zu Home State Health
hat, haben Sie das Recht, kostenlose Hilfe und Informationen in lhrer
Sprache zu erhalten. AuBerdem wird ein Dolmetscher-Service fir
Zeichensprache (US-Englisch) angeboten.Um mit einem Dolmetscher
zu sprechen, rufen Sie bitte die Nummer 1-855-694-4663 (TTY/TDD
711) an.

4 21l (Arabic): ;

13) S ehal o) gal el sac s dAlhul J s Home State Health ¢ <Ll aall <

J sasll e sacliull e glaall g4y 5 g ol @lialy e o 90 40 4SS, L_m;.aﬂc.oe;):m
Juail o 4663-694-855-1 (711 TTY/TDD.

o= 0] (Korean):

THoF H3F EE= MO =10 = O AFEO| Home State
HealthOf 2tsiA 20| JUCHH F5t= 2ot =20t HEE
H5te| ¢ioj= H[& £ B0l 22 5= U= He[7F AL L
T2t 89F MH[ AL MSELCH 28AH SHALR} Of 7[5}
2|5 M= 1-855-694-4663 (TTY/TDD 711) 2 HS}ISHMA| 2.

Pycckuii si3bik (Russian):
B CJ1yqac BOBHUKHOBCHUA Y BaAC WIHN Y JIMId, KOTOPOMY BbI IIOMOI'aCTC,

1-855-694-HOME (4663)

TDD/TTY Relay: 711
elay HomeStateHealth.com
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KaKuX-JIM00 BOMPOCOB O Mporpamme crpaxoBanus Home State Health
BbI UMEETE MPABO MOJIYUYUTh O€CIUIATHYIO TOMOIIb U HUH(POPMAIIHIO Ha
CBOEM POJHOM si3bIKe. [Ipe1oCcTaBIAI0OTCS TaKKe YCIYTH

TIEPEBOTUYNKOB aMEPUKAHCKOTO SI3bIKA KECTOB. UTOOBI ITOTOBOPHUTH C
IIEPEBOYUKOM, IMO3BOHUTE 110 Tenedony 1-855-694-4663 (TTY/TDD
711).

Francais (French):

Si vous-méme ou une personne que vous aidez avez des questions a
propos d’Home State Health, vous avez le droit de bénéficier
gratuitement d’aide et d’informations dans votre langue. Des services
d’interpretes en langue des signes americaine sont €¢galement a votre
disposition. Pour parler a un interprete, appelez le 1-855-694-4663
(TTY/TDD 711).

Tagalog:

Kung ikaw, o0 ang iyong tinutulangan, ay may mga katanungan tungkol
sa Home State Health, may karapatan ka na makakuha nang tulong at
Impormasyon sa iyong wika nang walang gastos. Mayroon ding
serbisyo ng isang American Sign Language interpreter. Upang
makausap ang isang interpreter, tumawag sa 1-855-694-4663
(TTY/TDD 711).

Pennsilfaanisch Deitsch (Pennsylvania Dutch):

Vann du, adda ebbah's du am helfa bisht, ennichi questions hott
veyyich Home State Health, dann hosht du's recht fa hilf greeya adda
may aus finna diveyya in dei shprohch un's kosht nix. American Sign
Language Iwwersetzer sin aa meeglich. Fa shvetza mitt ebbah
diveyya, kawl 1-855-694-4663 (TTY/TDD 711).

1-855-694-HOME (4663)

TDD/TTY Relay: 711
elay HomeStateHealth.com
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s~ (Persian):

298 3 (g WS 0SS gl apaS S L kel SIHome State Health <)l
Sl 2 A ) 4 UBG) Sy 1 le Dl 5SS aS a6 s s Gl )
AT i 50 58 (S el o JLE (L) 4w i Gledd € L S G gl

o el i pa 1ie694-4663-8551- (TTY/TDD 711)-2 8 sl

Afaan Oromoo (Cushite):

Y00 sii ykn namaa gargaaraa jirtuu wa'ee Home State Health irra
gaaffi gqabaatan ta'ee gargaarsaa fi odeeffanoo afaan ketiin kaffaltii alla
argachuuf mirgaa gabdaa. Akkasumas tajaajilli hitkaa afaan mallattoo
gaamaa Ameerikaa dhiyaateera. Turjumaana wajiin dubadhuu,1-855-
694-4663 irra bilbilli (TTY/TDD 711).

Portugués (Portuguese):

Se vocé, ou alguém a quem vocé esta ajudando, tem perguntas sobre o
Home State Health, vocé tem o direito de obter ajuda e informacdo em
seu idioma e sem custos. Servicos de linguagem gestual americana
também estdo disponiveis. Para falar com um intérprete, ligue para 1-
855-694-4663 (TTY/TDD 711).

AMCE (Amharic):

ACNP MLI® ACAP PMM.LCE*+ N@M NA Home State Health PmM.g doCY
INC DPE NAPT PATRIIE ek, NLT1LP &I AT8 9P aD/E
P9 Tt ANt AAPTT T PATZN PIRANT 7R FCTIR ATAI T T
AHUT® 2175 A ANHCATR, AT91,07C N 1-855-694-4663 (TTY/TDD 711)
L emA:

1-855-694-HOME (4663)

TDD/TTY Relay: 711
elay HomeStateHealth.com
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Non-Discrimination Notice, Lonqg Version:

Home State Health complies with applicable Federal civil rights laws
and does not discriminate on the basis of race, color, national origin,
age, disability, or sex. Home State Health does not exclude people or
treat them differently because of race, color, national origin, age,
disability, or sex.

Home State Health:

Provides aids and services to people with disabilities to communicate
effectively with us at, no cost. Such as:
e Qualified sign language interpreters

o Written information in other formats (large print, audio,
accessible electronic formats, other formats)

Provides language services to people whose primary language is not
English, at no cost. Such as:

o Qualified interpreters

e Information written in other languages

If you need these services, contact Home State Health at 1-855-694-
4663 (TDD/TTY Relay: 711).

1-855-694-HOME (4663)

R (<t L HomeStateHealth.com
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If you believe that Home State Health has failed to provide these
services or discriminated in another way on the basis of race, color,
national origin, age, disability, or sex, you may file a grievance with:

Home State Health

11720 Borman Drive

St. Louis, MO 63146

Call 1-855-694-HOME (4663), (TDD/TTY Relay: 711)
Fax 1-866-390-3581

You can file a grievance in person or by mail, fax, or email. If you
need help filing a grievance, Home State Health is available to help
you. You can also file a civil rights complaint with the U.S.
Department of Health and Human Services, Office for Civil Rights
electronically through the Office for Civil Rights Complaint Portal,
available at https://ocrportal.nhs.gov/ocr/portal/lobby.jsf, or by mail or
phone at: U.S. Department of Health and Human Services, 200
Independence Avenue SW., Room 509F, HHH Building, Washington,
DC 20201, 1-800-368-1019, 800-537-7697 (TDD).

Complaint forms are available at
http://www.hhs.gov/ocr/office/file/index.html.

1-855-694-HOME (4663)

TDD/TTY Relay: 711
elay HomeStateHealth.com
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